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User ID:
User Name:

1 Which term refers to a secure systems ability to protect against the unauthorized modification or destruction of
information?

A O Integrity

B O Authentication

C O Confidentiality

D O Nonrepudiation

2 Which of the following will help reduce your risk of identity theft when engaging in e-commerce?

A O Confirm the site you are using uses an encrypted link.

B O Click on links sent to you from trusted providers.

C O Use e-commerce for all transactions.

D O Respond to E-mail inquiries only from institutions you do business with regularly.

3 For Official Use Only (FOUO) and Controlled Unclassified Information (CUI) may include all of the following except:

A O Payroll information

B O Personnel information

C O Secret information

D O Privacy act information

4 Walt found a feature in his E-mail that allows him to automatically download attachments.  He thinks this will give him
faster access to the attachments he gets. Using this feature can:

A O Eliminate viruses from his computer.

B O Create peer-to-peer threats.

C O Make E-mail management more difficult.

D O Activate a virus associated with an attachment without his knowledge.
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5 Agnes wants to make sure that she knows which steps to take to avoid spillage. You advise Agnes to do all of the
following except:

A O Ensure all file names and subject headers identify the sensitivity of the information.

B O Check all E-mails for possible classified information.

C O Store classified data on her PDA when traveling.

D O Properly mark and store all removable media.

6 Cookies contain information about you. This information, if not encrypted, could be viewed by a third party. The best
practice to prevent this from happening is:

A O Do not visit non-government web sites.

B O Ensure your browser is set to not accept cookies.

C O Visit only web sites that use ActiveX or JavaScript code.

D O Install spyware software.

7 What is not PII?

A O Job title

B O Gender

C O Information about or associated with an individual

D O Office phone numbers

8 A  document repository is down when you attempt to access it. Which IA principle is being violated?

A O Integrity

B O Confidentiality

C O Availability

D O Authentication

9 Kendall receives an E-mail stating that a leading computer company is giving away free computers, asking her to
forward the E-mail to 20 of her closest friends. What should Kendall do?

A O Forward the request to her friends and co-workers.

B O Delete the E-mail instead of forwarding it.

C O Run the virus protection software.

D O Forward the request to her security point of contact.
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10 One easy way to protect your Government computer from internet threats is to:

A O Avoid casual or unnecessary internet browsing.

B O Visit only web sites that use ActiveX or JavaScript code.

C O Install spyware software.

D O Install software to prevent Denial of Service Attacks.

11 Nancy just read in her local newspaper that the FBI has determined that this crime is growing more rapidly than many
others -- Which is it?

A O Embezzlement

B O Fraud

C O Identity theft

D O Murder

12 Which of the following are an example of a security incident?

A O Attempts to send electronic junk mail in the form of commercial announcements.

B O Attempts by unidentified or unauthorized people to obtain sensitive personal or business information.

C O Loss of a government laptop containing personnel information.

D O All of the above
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